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Control Posture Snapshot — Q2 2024

This summary shows the current state of core IT controls at a glance. Status is Pass/Partial/Fail with trend direction.

Control Domain

Identity & Privileged Access Governance (MFA/SSO/role-based access for M365 +
line-of-business apps)

Client Data Protection & Regulatory Defensibility (email/file encryption, retention,
secure sharing, client portals)

Threat Detection & Response Maturity (EDR status, phishing protection posture)

Business Continuity & Filing-Season Resilience (monitoring + response SLA; restore
tests are add-on)

Platform Stability & Technical Debt Risk (30-day patch window, device lifecycle
compliance)

Incident Governance & Executive Escalation Readiness (response plan, tabletop drill
status)

Status

Pass

Partial: Legacy storage
migration in progress

Pass

Partial: Pilot program
initiated

Fail: Annual drill

overdue

Pass

Trend
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Top IT Risks

Material technology risks that could disrupt tax season, compromise client data, or impact insurance/compliance standing.

Risk (Business Impact)
Client tax data exposure via compromised M365
account

Deadline-season outage (email/file sharing/client
portal down)

Cyber insurance control gaps causing non-
renewal or claim denial risk

Vendor breach / portal compromise impacting
client document exchange

Privileged Access Concentration & Override Risk

Impact

High

High

High

High

Medium

Likelihood

Medium

Medium

Low -
Medium

Low -
Medium

Medium

Trend
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Internal IT
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Top Exceptions & Risk Acceptance Log

Known deviations from standards that leadership has accepted with review dates.

Exception Description Reason Risk Accepted Risk Review
Acceptance Date
Owner
Client tax folders accessible Operational convenience Increased exposure of Managing 2024-06-30
beyond engagement team during tax season; sensitive tax data in Partner
(broad permissions in restructuring permissions event of credential
M365/SharePoint) would disrupt workflow compromise
Partner refuses MFA on Concerns about vendor Elevated risk of Managing 2024-06-30
personal device integration compatibility and credential compromise Partner
workflow disruption leading to client data
exposure
Legacy tax application Vendor migration timeline Increased likelihood of COO0 2024-06-30
hosted on unsupported not finalized; cost of outage during peak filing
Windows Server upgrade deferred season and insurance

compliance concerns
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Top Decisions Required This Quarter

Key executive decisions recommended this quarter. Each includes options and business impact.

Decision Name Estimated Options Impact / Consequence

Investment
Standardize Secure $40,000 - e Fund enterprise- e Reduced data breach risk
Client Collaboration Recommended: grade encrypted o Audit defensibility and compliance support
Platform (Replace Email Fund portal with MFA and : :

e Improved client trust perception

& Ad Hoc Portals) audit trail VS
(Mitigates Risks #1 and * Cont.mue using « Exposure to phishing-based credential
#4, resolves Exception email / legacy compromise
#1) portals /

. . e Potential cyber insurance claim denial
inconsistent

e Reputational damage during tax season

workflows
Modernize Core Tax & $70,000 - e Investin resilient e Reduced busy-season outage risk
Document Recommended: cloud-hosted o Improved remote workforce performance
Infrastructure (On-Prem Fund (Phased) infrastructure with .
e Stronger disaster recovery posture
vs Secure Cloud) geographic _ ' _ _
e Higher firm valuation multiple due to
redundancy _ _
e . infrastructure maturity
(Mitigates Risk 2 (Tax- e Maintain aging on- 5
: \%
season outage), Risk 3 prem server
(Insurance compliance), environment e Increased probability of tax-season outage
Exception 3 (Legacy e Higher ransomware impact severity

server), e Rising technical debt and insurance premiums
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What Changed Since Last Review

This slide highlights material movement since the previous quarter.

Risk Status Changes

Risk: Client Tax Data Exposure via Compromised M365
Account

e Likelihood: Medium — Low

e Driver: Conditional Access + Duo MFA enforced for all
partners

Risk: Busy-Season Infrastructure Outage
e Likelihood: Medium — High

e Driver: Server hardware age confirmed beyond support
window; no redundancy in place

Exception Log Movement

Closed Exception

e “Partner MFA exemption on personal iPad”
Status: Closed — MFA enforced across all executive devices

Renewed Exception

e “Legacy tax software on unsupported Windows Server”
Status: Renewed for 90 days pending migration plan
Risk: Elevated ransomware exposure

New Exception Added

e “Temporary broad access granted to seasonal contractors”
Review Date: 60 days post tax season

Decisions Executed
Funded: Secure Client Collaboration Platform ($30K)

e Implementation 60% complete

e Legacy portal decommission scheduled Q4
Deferred: Firewall Refresh ($18K)

e Risk rating unchanged

e Review scheduled next quarter

New Risks Identified
New Risk: Al-Assisted Document Processing Tools Introduced

o Data confidentiality exposure via third-party Al platforms

e Review required for data retention & client consent
implications

New Risk: Advisory Expansion into M&A Due Diligence

e Increased volume of highly sensitive financial documents

e Requires stricter access segmentation
New Risk: Increased Executive Impersonation Attempts

e Targeted phishing campaigns during tax deadline
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Appendix — Supporting Notes

Additional supporting details available upon request. Not part of core 6-page executive summary.

e Control domain scoring rubric
e Patch posture summary

e MFA/identity posture summary
e Backup health summary

e Asset inventory summary

e Openitems list
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